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1. Introduction
1.1

This is the ACN Pacific Pty Ltd (‘ACN’, ‘we’, ‘us’ ‘our’) Acceptable Use Policy applicable to all users of ACN Services (in which case it forms
part of ACN’s SFOA) and to all ACN Independent Business Owners (in which case it forms part of ACN’s Independent Business Owner
Agreement).

1.2 ACN may modify this Acceptable Use Policy at any time in its sole and absolute discretion.
1.3 This Acceptable Use Policy applies to all ACN-supplied products, equipment and services (‘Services’).
1.4 The provisions of this Acceptable Use Policy are designed to protect the quality of our Services and the operation of our networks, the
networks of our Network Providers and the internet, and to prevent or reduce uses of such networks that are illegal or otherwise harmful
to other people. They are also designed to protect us against liability from the activities of third parties including users of our Services.
1.5 You are responsible for ensuring that use of the Services complies with this Acceptable Use Policy. You are responsible for any use of
the Services even if, for example, it was used without your consent by a friend, family member, guest, employee or other person who
gains access to the Services.

2. Excessive or unreasonable use
2.1

We will consider your use of our Services to be excessive or unreasonable if you:
a.

use the Services other than for your personal (including small business) use;

b.

share your Services with the occupants of other dwellings or premises, or connect your Services to networking equipment located in
other dwellings or premises;

c.

use the Services for commercial or wholesale purposes (including for the purpose of resale, refile, transit or aggregation);

d.

use the Services for SIM-boxing or in connection with a device that switches or re-routes calls to and from our network or the
network of any Supplier;

e.

use the Services in a manner which causes significant congestion to, or disrupts or otherwise unreasonably and adversely affects,
our networks or the networks of our Network Providers;

f.

set up devices which may potentially allow a line or call to be kept open, limiting the ability of other customers to access our
network or the network of any Supplier; or

g.

engage in other similar or comparable activities

2.2 If we identify that your use is excessive or unreasonable or identify usage of your Services that reasonably indicates excessive or
unreasonable use, we may, at our discretion, choose to apply standard call rates to excess calls or minutes of use (as applicable) or refuse
you further access to the Services and/or the relevant Plan or suspend or restrict your use of the Services. If we refuse you access to the
relevant Plan we will then charge you our standard rates for all calls or minutes of calling which otherwise would have been eligible for
the Plan.

3. Unlawful or prohibited use
Unlawful purposes
3.1

ACN Services may be used only for lawful purposes. You may not use our Services in order to transmit, distribute or store material:
a.

in violation of any applicable local, state or international law, order, regulation or industry code of practice

b.

for any fraudulent activities including impersonating any person or entity or forging anyone else’s digital or manual signature;

c.

in a manner that will infringe the copyright, trade mark, trade secret or other intellectual property rights of others or the privacy or
other personal rights of others;

d.

that contains a virus, worm, Trojan horse or other harmful component (‘Malicious Program’); or

e.

that promotes pyramid selling or other illegal soliciting schemes.

No spam
3.2

It is a prohibited use of our Services to transmit or distribute unsolicited and/or bulk data (which includes, without limitation, e-mail,
bulletin boards, newsgroups, software, files in bulk). The only circumstances in which our Services may be used to send unsolicited and/
or bulk data of an advertising or promotional nature is where the unsolicited data is sent to persons with whom the sender has a preexisting business, professional or personal relationship or to persons who have previously indicated their consent to receive data from
the sender from time to time, for example by ticking a box to that effect on the sender’s web site. Unless these requirements are met,
you must not send unsolicited and/or bulk data using our Services. If these requirements are met, you must also provide an unsubscribe
function on your web site (and make this function known to recipients in the relevant data) which allows those recipients to elect to be
removed from that mailing list.
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Other prohibited uses
3.3

The following activities are also prohibited uses of our Services:
a.

sending data, or causing data to be sent, to or through our Services that hides or obscures the source of the data, that contains
invalid or forged headers or domain names or deceptive addressing;

b.

receiving or collecting responses from bulk unsolicited data or hosting a web site to which recipients of bulk unsolicited data are
directed;

c.

relaying data from a third party’s mail server without permission or which employs similar techniques to hide or obscure the source
of the data;

d.

collecting or harvesting screen names or e-mail addresses of others for the purpose of sending unsolicited e-mails or for exchange;

e.

sending large or numerous amounts of data for the purpose of disrupting another’s computer or account;

f.

sending data that may damage or affect the performance of the recipient’s computer;

g.

sending data without reasonable cause or for the purpose of causing distress, offence, annoyance, inconvenience or anxiety to any
person;

h.

sending mass postings of messages to post advertisements, other than in newsgroups that specifically encourage or permit
advertising;

i.

sending post binary files other than in newsgroups that specifically encourage or permit such postings;

j.

sending, distributing or making available threatening, abusive, hateful, indecent, obscene, offensive, pornographic, illegal or
confidential information.

Security and preventing unauthorised access
3.4

You must take reasonable steps to ensure that others do not gain unauthorised access to the Services. You must notify us immediately
of any unauthorised or attempted unauthorised use of your Service and any other breach or attempted breach of security. It is your
responsibility to ensure that you have in place appropriate protection for your systems and to prevent circulation of Malicious Programs
from your computer or networks through our Services.

3.5

You are prohibited from violating or attempting to violate the security of our Services including without limitation by:
a.

accessing material not intended for you or logging into a server or account which you are not authorised to access;

b.

attempting to probe, scan or test the vulnerability of a system or network or to breach security or authentication measures without
proper authorisation;

c.

attempting to interfere with, disrupt or disable service to any user, host or network, including, without limitation, via means of
overloading, “flooding”, “mail bombing”, “crashing” or a denial of service attack;

d.

forging any TCP/IP packet header or any part of the header information in any e-mail or newsgroup posting; or

e.

taking any action in order to obtain services to which you are not entitled.

4. Reporting incidents
4.1

Any complaints regarding the violation of this Acceptable Use Policy by an ACN customer or user should be directed to the contact
numbers listed below. Where possible, please include details that would assist us in investigating and resolving the complaint (for
example, details or a copy of the offending call or message, or expanded headers in relation to an email).

4.2 Contact us:
By email: abuse@acnpacific.com.au
By phone: 1300 881 778

End of document
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